Chapter 1    IPSec Configuration Commands
1.1   IPSec Configuration Commands
The IPSec technology provides important message with the secure transmission over public networks, such as Internet. The IPSec technology provides not only the standard-based powerful security solution, but also data authentication and rebroadcast prevention services, which are supplementary to data confidentiality.
For the configuration details, see the IPSec Configuration.
1.1.1    crypto nat
To enable the NAT penetrating negotiation mode, run crypto nat. 
To disable the NAT penetrating negotiation mode, run no crypto nat. 
crypto nat
no crypto nat 

Parameter
none
Default Settings
the shutdown state
Command mode
execution mode (EXEC)
Usage description
If the command has the nat parameter concluded, the negotiation packet contains some information about NAT, which makes the negotiation process insecure. Generally, the nat parameter is excluded. It is included by the command only when it is necessary. The nat information is not affected during the negotiation process, which can be accepted forever. 
When the nat information exists, the IP authentication cannot be approved. In this case, the ID authentication need be adopted. You can configure the ID in the encrypted mapping table.
Example
If the nat device exists, open the nat penetrating negotiation mode.
crypto nat
Relative command 
crypto identification word
1.1.2    crypto identification
To configure an ID type and an ID value, run the crypto identification word command in ID configuration mode. 
crypto identification word
no crypto identification
Parameter

	Parameter
	Description

	word
	ID configuration name


Default Settings
The default local ID configuration exists.
Command mode
EXEC
Usage description
The ID authentication domain is used at the first phase of the IKE configuration. By default, the IP addresses at both channel ends serve as the content of the ID authentication domain. The ID content can be specified. Currently, only the dn and fqdn types are supported.
The detailed configuration procedure is described at later parts. 
Example
The following command is used to configure the ID of the negotiation object. 
crypto identification abc
Relative command 
fqdn
dn
1.1.3    fqdn
To set an ID for the fqdn type, run fqdn.
fqdn word
no fqdn
Parameter

	Parameter
	Description

	Word
	ID content


Default Settings
none
Command mode
ID configuration mode
Usage description
It is used to configure an ID of the fqdn type.
Example
fqdn abc
Relative command 
dn
1.1.4    dn
To set an ID of the dn type, run dn.
dn word
no dn
Parameter

	Parameter
	Description

	Word
	ID content


Default Settings
none
Command mode
ID configuration mode
Usage description
It is used to configure an ID of the dn type.
Example
dn abc
Relative command 
fqdn
1.1.5    clear crypto sa
To delete relative IPSec security ally, run clear crypto sa.
clear crypto sa
clear crypto sa peer ip-address
clear crypto sa map map-name
Parameter

	Parameter
	Description

	ip-address
	Specifies the peer IP address.

	map-name
	Specifies the name of the encrypted mapping table set.


Default Settings
If the keyword such as peer or map is not used, all IPSec security allies will be deleted.
Command mode
EXEC
Usage description
It is used to clear or delete the IPSec security ally. If a security ally is established through IKE, the security ally will be deleted. The following IPSec communication requires renegotiating a new security ally. Note that the IPSec security ally is established through IKE only when necessary. 
If a security ally is established manually, it will be deleted and be re-established.
If the keyword such as peer or map is not used, all IPSec security allies will be deleted. If the peer keyword is used, all IPSec security allies of the specified peer IP address will be deleted. If the map keyword is used, all IPSec security allies established through the encrypted mapping table set will be deleted. You can run clear crypto sa to re-establish all security allies. In this case, these security allies can be set with the latest configuration. In case a security ally is established manually and modified through the switchover set, the clear crypto sa command must be used before the security ally validates. 
If the router is handling the IPSec communication, you'd better delete the affected parts in the security ally database. The currently ongoing IPSec communication can thus be kept from abrupt interruption. Note that the command can only be used to delete the IPSec security ally. To delete the IKE state, run clear crypto isakmp. 
Example
The following example shows that all IPSec security allies on the router are cleared:
clear crypto sa
Relative command 
clear crypto isakmp
1.1.6    crypto dynamic-map
To establish or modify a dynamic encrypted mapping table, run crypto dynamic-map in dynamic configuration mode of the encrypted mapping table. To delete a dynamic encrypted mapping table or table set, run no crypto dynamic-map. 
crypto dynamic-map map-name
no crypto dynamic-map map-name
Parameter

	Parameter
	Description

	map-name
	Name of the encrypted mapping table set.


Default Settings
The dynamic encrypted mapping table does not exit. 
Command mode
Dynamic configuration mode of the encrypted mapping table 
Usage description
The crypto dynamic-map command can be used to create a new dynamic encrypted mapping table or modify the current dynamic encrypted mapping table.
The dynamic encrypted mapping table has the similar functions as the common encrypted mapping table (crypto map). The difference is that:
The peer IP address need not be set in the dynamic encrypted mapping table and the IPSec device with any address is allowed for negotiation, which supports the mobile user’s connection. As to the common encrypted mapping table, the peer IP address must be specified and only the IPSec device with the peer IP address is allowed for negotiation. The IP address can surely be set in the dynamic encrypted mapping table. In this case, the dynamic encrypted mapping table is nearly the same as the common one. 
Example
The following example shows the required minimum encrypted mapping table configuration when IKE is used to establish the security ally. 
crypto dynamic-map aaa
match address aaa
set transform-set one
Relative command 
crypto map (global configuration)
match address
set peer
set pfs
set security-association lifetime
set transform-set
show crypto map
1.1.7    crypto ipsec secure
It is used to specify whether the local router receives the non-IPSec message or incorrect IPSec message.
crypto ipsec secure 
no crypto ipsec secure
Parameter
none
Default Settings
The non-IPSec message or incorrect IPSec message is allowed.
Command mode
Global configuration mode
Usage description
When a non-IPSec or incorrect IPSec message passes the router and the message matches the user-prescribed rules, the router will handle the message normally if the crypto ipsec secure command is run; the router will drop the message if the crypto ipsec secure command is not run.
Example
The following example shows that the option of the router is set:
crypto ipsec secure
Relative command 
crypto map
1.1.8    crypto ipsec transform-set
To define an IPSec transformation set, a combination of security protocol and algorithm, run crypto ipsec transform-set in global configuration mode. To delete a transformation set, run no crypto ipsec transform-set.
crypto ipsec transform-set transform-set-name
no crypto ipsec transform-set transform-set-name
Parameter

	Parameter
	Description

	transform-set-name
	Name of the specified to-be-established transformation set


Default Settings
none
Command mode
Global configuration mode Encrypted transformation configuration mode after the command is run
Usage description
The transformation set is a combination of security protocol, algorithm and other settings about IPSec-protected communication.
You can configure multiple transformation sets and then specify one or multiple transformation sets in the encrypted mapping table. The transformation set defined in the encrypted mapping table is used to negotiate the IPSec security ally to protect the message that matches the access list set by the encrypted mapping table. During the negotiation, the two negotiation sides will find a same transformation set. When such a transformation set is detected, the set will be selected and used at the protected communication as part of the two-sided IPSec security ally.
If the security ally is not established through IKE, a unique transformation set must be specified. However, the transformation set need not be negotiated.
Only after the transformation set is defined through the crypto ipsec transform-set command can it be set in the encrypted mapping table. 
You can run transform-type to configure the transformation type.
Example
The following example shows a transformation set is defined.
crypto ipsec transform-set one 

transform-type esp-des esp-sha-hmac
Relative command 
mode
transform-type
set transform-set
show crypto ipsec transform-set
1.1.9    crypto ipsec card-transform-set
The transform-set defined by the command adopts the hardware encryption card of the national password management office to encrypt the data, while the crypto ipsec transform-set command adopts the software encryption method to handle the datagram, whose speed is only half of that of hardware encryption card.
crypto ipsec card-transform-set transform-set-name
no crypto ipsec card-transform-set transform-set-name
Parameter

	Parameter
	Description

	transform-set-name
	Name of the specified to-be-established/modified transformation set


Default Settings
none
Command mode
Global configuration mode. Encrypted transformation configuration mode after the command is run.
Usage description
The transformation set is a combination of security protocol, algorithm and other settings about IPSec-protected communication.
You can configure multiple transformation sets and then specify one or multiple transformation sets in the encrypted mapping table. The transformation set defined in the encrypted mapping table is used to negotiate the IPSec security ally to protect the message that matches the access list set by the encrypted mapping table. During the negotiation, the two negotiation sides will find a same transformation set. When such a transformation set is detected, the set will be selected and used at the protected communication as part of the two-sided IPSec security ally.
If the security ally is not established through IKE, a unique transformation set must be specified. However, the transformation set need not be negotiated.
Only after the transformation set is defined through the crypto ipsec transform-set command can it be set in the encrypted mapping table. 
You can run transform-type to configure the transformation type.
Example
The following example shows a transformation set is defined.
crypto ipsec card-transform-set one 

transform-type esp-nca esp-sha-hmac
Relative command 
mode
transform-type
set transform-set
show crypto ipsec transform-set
1.1.10    crypto map (global configuration)
To establish or modify a dynamic encrypted mapping table, run crypto map in dynamic configuration mode of the encrypted mapping table. To delete a dynamic encrypted mapping table or table set, run no crypto map. 
crypto map map-name seq-num [ipsec-manual| ipsec-isakmp [dynamic dynamic-map-name]]
no crypto map map-name seq-num
Parameter

	Parameter
	Description

	map-name
	Name of the encrypted mapping table set

	seq-num
	Number of the encrypted mapping table
For detailed explanation about the parameter, see the section “Usage description”.

	ipsec-manual
	Means that the communication specified by the encrypted mapping table will be protected by the manually-established IPSec security ally. 

	ipsec-isakmp
	Means that the communication specified by the encrypted mapping table will be protected by the IKE-established IPSec security ally. 

	dynamic-map-name
	Name of the dynamic encrypted mapping table which is used as a template 


Default Settings
The encrypted mapping table does not exit. 
Command mode
Global configuration mode
If the dynamic parameter is not in the command, the command will enter the encrypted mapping table configuration mode.
Usage description
The crypto map command can be used to create a new encrypted mapping table or modify a current encrypted mapping table.
After an encrypted mapping table is created, the specified parameter in global configuration mode cannot be modified because these parameters determine which configuration commands can be used in configuration mode of the encrypted mapping table. For example, once a mapping table is established as ipsec-isakmp, you cannot modify it to ipsec-manual. To do this, you have to delete it and re-enter the configuration mode of the encrypted mapping table. After the encrypted mapping table is defined, you can run crypto map (interface configuration) to apply the encrypted mapping table to the interface.
· Functions of the mapping table
The encrypted mapping table has two functions: filtering and classifying the protected communication, and defining the communication strategy. The encrypted IPSec mapping table links all the following definitions together:
· What communication will be protected
Which IPSec peer can the protected data be reached—the peer and the local router can establish a security ally.
For the protected communications, which transformation sets are available?
How to manage or use the encryption and the security ally (what is the encryption when IKE is not used).
Multiple encrypted mapping tables with the same map-name make up of an encrypted mapping table set.
The encrypted mapping table set consists of encrypted mapping tables. Each set has its own seq-num and map-name. Hence, to the specified interface, you can adopt a certain security strategy to a peer IPSec communication and different security strategy to other communication at the same or different IPSec peer. In doing so, you need create two encrypted mapping tables, either having the same map-name and different seq-num. 
· seq-num
The value of the seq-num parameter cannot be determined at will. The number is used to sort multiple encrypted mapping tables in a set. In an encrypted mapping table set, the encrypted mapping table with a small seq-num parameter is judged before that with a big seq-num parameter, that is, the smaller the sequence number is, the higher the priority of the mapping table is. 
For example, supposed the encrypted mapping table set contains three encrypted mapping tables: aaa 10, aaa 20 and aaa 30; the encrypted mapping table set aaa is applied to Serial 0. When the communication is at serial 0, it is first judged by aaa 10. If the communication matches a piece of permit in the aaa 10-specified extended access list, the strategy in aaa 10 will be adopted to handle the communication, including creating an IPSec security ally if necessary. If the communication does not match the aaa 10 access list, the aaa 20 access list will be used for judgment. So is the aaa 30 access list. The process will go on until the communication matches a permit sentence in the mapping table. If the communication does not match any permit sentence in the encrypted mapping table, the communication will be directly forwarded without IPSec protection.
Example
The following example shows the required minimum encrypted mapping table configuration when IKE is used to establish the security ally. 
crypto map aaa 10 ipsec-isakmp
match address aaa
set transform-set one
set peer 192.2.2.1
The following example shows the required minimum encrypted mapping table configuration when the dynamic encrypted mapping table is used to establish the security ally. 
crypto dynamic-map aaa
match address aaa
set transform-set one
crypto map bbb 10 ipsec-isakmp dynamic-map aaa
The following example shows the required minimum encrypted mapping table configuration when the security ally is established manually.
crypto transform-set one
 transform-type ah-md5-hmac esp-des
crypto map aaa 10 ipsec-manual
match address aaa
set transform-set one
set peer 192.2.2.1
set security-association inbound ah 300 98765432109876543210987654
set security-association outbound ah 300 fedcbafedcbafedcfedcbafedcbafedc
set security-association inbound esp 300 cipher 0123456789012345
set security-association outbound esp 300 cipher abcedfabcdefabcd
Relative command 
crypto map (interface  configuration)
crypto map local-address
match address
set peer
set pfs
set security-association lifetime
set transform-set
show crypto map
1.1.11    crypto map (interface configuration)
To apply the predefined encrypted mapping table set to the interface, run crypto map.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              

To remove an encrypted mapping table set from an interface, run no crypto map.

crypto map map-name
no crypto map 

Parameter

	Parameter
	Description

	map-name
	Name of the encrypted mapping table set


Default Settings
The encrypted mapping table is not set on the interface.
Command mode
Interface configuration mode
Usage description
You can use the command to apply the encrypted mapping table set to the interface. Before the IPSec service is provided on the interface, an encrypted mapping table set must be set on the interface. Only one encrypted mapping table set can be set on an interface. If multiple encrypted mapping tables have the same map-name and different seq-num, these tables belong to different sets and are applied to the same interface. The encrypted mapping table with small seq-num value has high priority and is first judged. One encrypted mapping table set may contain the ipsec-isakmp and ipsec-manual encrypted mapping tables.
Example
The following example shows that the encrypted mapping table set aaa is endowed to interface S0. When the message passes interface S0, all encrypted mapping tables in the mymap set will judge the message. When the outgoing message matches an access list in the mymap encrypted mapping table, a security ally (if it is IPSec) connection based on the encrypted mapping table configuration will be established (if there is no security ally existing).
interface s0 

crypto map aaa
Relative command 
crypto map (global configuration）
crypto map local-address
show crypto map
1.1.12    crypto map local-address
To specify an interface ID and apply it in the encrypted mapping table to the IPSec communication, run crypto map local-address in global configuration mode. To delete the command above, run no crypto map local-address.
crypto map map-name local-address interface-id
no crypto map map-name local-address
Parameter

	Parameter
	Description

	map-name
	Name of the encrypted mapping table set

	interface-id
	Interface ID used by the specified encrypted mapping table set


Default Settings
none
Command mode
Global configuration mode
Usage description
If the command is set, the local IPSec address of the encrypted mapping table is the IP address of the specified interface.
Example
none
Relative command 
crypto map (interface configuration)
1.1.13    debug crypto packet 
To view the error information about the upper-layer data during the IPSec process, run debug crypto packet.
Parameter
none
Default Settings
Relative information is not shown.
Command mode
EXEC
Usage description
It is used to show some important information about the IPSec process. The following table lists several kinds of common error information.
	Displayed Information
	Meaning

	rec'd IPSEC packet from IPADDR has invalid spi.
	The spi value of the peer outbound is different from that of the local inbound, or the configuration strategy is different (esp, ah).

	packet missing policy.
	The configuration strategy of the peer outbound is different from that of the local outbound (esp, ah).

	rec'd IPSEC packet from IPADDR has bad pading.
	The encryption key of the peer outbound is different from that of the local inbound.

	rec'd IPSEC packet mac verify failed.
	The ESP or AH authentication key of the peer outbound is different from that of the local inbound.

	rec'd IPSEC packet from IPADDR to IPADDR does not agree with policy.
	The packet processed by IPSEC is different from the corresponding access-list; the configuration of the sub-map's access list has problems.


Relative command 
show crypto ipsec sa
debug crypto isakmp
1.1.14    match address
To specify an extended access list for an encrypted mapping table, run match address. To remove the configured extended access list from the encrypted mapping table, run no match address.

match address access-list-name
no match address access-list-name
Parameter

	Parameter
	Description

	access-list-name
	
Encrypted access list
The name must match the name of the configured access list.


Default Settings
No access list is configured in the encrypted mapping table.
Command mode
Configuration mode of the encrypted mapping table 
Usage description
The command is necessary for all encrypted mapping tables.
The command is used to assign the extended access list to the encrypted mapping table. The ip access-list extended command is used to define the access list.
The extended access list specified by the command is used by IPSec to judge which communication should be encrypted and protected. The communication permitted by the access list will be protected, while the communication rejected by the access list will not be protected in the corresponding encrypted mapping table.
Note that the encrypted access list is not used to decide whether the communication is allowed to pass through a certain interface, which is undertaken by the access list on the interface.
The encrypted access list specified by the command is used to judge both the incoming communication and the outgoing communication. The encrypted access list corresponded by the interface-encrypted mapping table will judge the outgoing communication, determine whether it should be encrypted and protected, and select the corresponding encryption strategy if it is encrypted and protected. After the common access list on the interface performs the checkup and the checkup is approved, the incoming communication will be judged by the encrypted access list specified by the encrypted mapping table set. If the incoming communication should be encrypted and protected, select which encryption strategy should be adopted. As to the IPSec technology, the unprotected communication should be dropped because it is supposed to be protected by IPSec.
Example
The following example shows the required minimum encrypted mapping table configuration when IKE is used to establish the security ally. 
crypto map aaa 100 ipsec-isakmp
match address aaa
set transform-set one
set peer 192.2.2.1
Relative command 
crypto map(global configuration)
crypto map(interface configuration)
crypto map local-address
ip access-list extended
set peer
set pfs
set security-association lifetime
set transform-set
show crypto map
1.1.15    mode
To change the mode of a transformation set, run mode. To resume the mode to the default tunnel mode, run no mode.
mode {tunnel | transport}
no mode
Parameter

	Parameter
	Description

	tunnel| transport
	Specifies a mode for a transformation set: tunnel mode or transport mode. If neither the tunnel mode nor the transport mode is specified, the default value, the tunnel mode, will be used.


Default Settings
Tunnel mode
Command mode
Encrypted transformation configuration mode
Usage description
It is used to change the transformation mode. Only when the protected message has the same IP address as the two ends of IPSec (the communication can be packaged both in the tunnel mode and in the transport mode) can the setting be valid. As to other communications, the setting is invalid. 
If the to-be-protected communication has the same IP address as the two ends of IPSec and the transport mode is specified, the router will apply for the transport mode during the negotiation. However, the router can accept the transport mode and the tunnel mode. If the tunnel mode is specified, the router will apply for the tunnel mode and only accept the tunnel mode.
After the transformation set is defined, the encrypted transformation configuration mode runs. In this mode, the transformation mode can be changed to the tunnel mode or the transport mode.
If the mode is not set during the transformation set settings, you must reenter the transformation set to change its mode if you want to change the mode of the transformation set. 
If the command is used to change the mode, the change will affect only the generation of the following IPSec security ally of the specified encrypted mapping table.  To make the configuration of the transformation set valid as soon as possible, you can clear part of or all the security ally database. You can refer to the clear crypto sa command for more details.
· Tunnel mode
In tunnel mode, the whole original IP message is protected (authentication, encryption or both) and packaged by IPSec (ESP, AH or both). The new IP header is then added to the message. The IP header here specifies the IPSec source and destination addresses.
Any IP communication can be forwarded in tunnel mode. If IPSec protects the communication of the host between the two ends of IPSec, the tunnel mode must be adopted.
· Transport mode
In transport mode, only the effective load of the IP packet is protected (encryption, authentication or both) and packaged by IPSec (ESP, AH or both). The original IP header remains the same state and is not protected by IPSec.
Only when the source and destination addresses of the protected IP packet are the two ends of IPSec can the transport mode be used. For example, the transport mode can be used to protect the router and manage the communication. The transport mode can be specified during the application. You can enable the remote negotiation of the router to decide whether the transport mode or the tunnel mode is used.
Example
The following example shows how a transformation set is set and how the mode is changed to the transport mode. 
router_config# crypto ipsec transform-set one
router_config_crypto_trans#transform-type esp-des esp-sha-hmac
router_config_crypto_trans # mode transport
router_config_crypto_trans # exit
router_config#
Relative command 
crypto ipsec transform-set
1.1.16    id
To specify the ID in the encrypted mapping table, run id.
id name
no id name
Parameter

	Parameter
	Description

	Name
	ID configuration name


Default Settings
The peer ID of IPSec is not specified. 
Command mode
Configuration mode of the encrypted mapping table 
Usage description
It is used to specify a peer IPSec ID for the encrypted mapping table. For all encrypted mapping tables, the command is necessary. One encrypted mapping table can specify only one IPSec peer ID. To change the peer, you just need to specify a new peer. The original settings will be out of effect.
Example
The following example shows the required minimum encrypted mapping table configuration when IKE is used to establish the security ally. 
crypto map aaa 100 ipsec-isakmp
id abc
Relative command 
crypto map(global configuration)
crypto map(interface configuration)
crypto map local-address
match address
set peer
set pfs
set security-association lifetime
set transform-set
show crypto map
1.1.17    set peer
To specify the IPSec peer in the encrypted mapping table, run set peer. To remove the IPSec peer from the encrypted mapping table, run no set peer.
set peer ip-address
no set peer ip-address
Parameter

	Parameter
	Description

	ip-address
	IPSec peer specified by the IP address


Default Settings
The IPSec peer is not specified. 
Command mode
Configuration mode of the encrypted mapping table 
Usage description
It is used to specify a peer IPSec for the encrypted mapping table. For all encrypted mapping tables, the command is necessary. One encrypted mapping table can specify only one IPSec peer. To change the peer, you just need to specify a new peer. The original settings will be out of effect.
Example
The following example shows the required minimum encrypted mapping table configuration when IKE is used to establish the security ally. 
crypto map aaa 100 ipsec-isakmp
match address aaa
set transform-set one
set peer 192.2.2.1
Relative command 
crypto map(global configuration)
crypto map(interface configuration)
crypto map local-address
match address
id
set pfs
set security-association lifetime
set transform-set
show crypto map
1.1.18    set pfs
When a new security ally is applied for the encrypted mapping table, the IPSec will be specified and at the same time the perfect forward secrecy (PFS) will be applied, or an application for establishing a new security ally is received, IPSec requests the PFS, which requires running the set pfs command. To ensure that IPSec does not apply for PFS, run no set pfs.
set pfs [group1|group2]
no set pfs
Parameter

	Parameter
	Description

	group1
	When a new Diffle-Hellman switch is organized, the IPSec is specified to use the 786-bit Diffle-Hellman group.

	group2
	When a new Diffle-Hellman switch is organized, the IPSec is specified to use the 1024-bit Diffle-Hellman group.


Default Settings
PFS is not required.
Command mode
Configuration mode of the encrypted mapping table 
Usage description
It is applied only to the ipsec-isakmp encrypted mapping table.
During negotiation, the command enables the IPSec to apply for PFS the time IPSec applies for a new security ally for the encrypted mapping table. If the local terminal triggers the negotiation and the local configuration specifies PFS, the peer terminal must organize the PFS exchange, or the negotiation is doomed to fail. If the local configuration has no specified group, the local router applies for the default group 1. The peer router will receive either group 1 or group 2. If the local configuration specifies group 2, the peer router must provide group 2. The negotiation, otherwise, will fail. If the local configuration does not specify PFS, the local router will accept PFS from the peer.
PFS adds another level of secrecy because if a key is known by the attacker only the data which is encrypted by the key is threatened. If no PFS exists, data which is encrypted by other keys is also under threat.
If PFS works, a new Diffle-Helman exchange (extra time is needed) will be triggered each time a new security ally is negotiated.
The 1024-bit Diffle-Hellman group, group 2, provides more security than group 1, but needs more time for processing.
Example
The following example shows that PFS must be applied no matter when the aaa 10 encrypted mapping table negotiates a new security ally.
crypto map aaa 100 ipsec-isakmp
set pfs group2
Relative command 
crypto map (global configuration)
crypto map (interface configuration)
crypto map local-address
match address
id
set peer
set security-association lifetime
set transform-set
show crypto map
1.1.19    set security-association lifetime
To set the lifetime for an encrypted mapping table (used when IPSec negotiates the security ally), run Set security-association lifetime. To resume the lifetime of an encrypted mapping table to the default value, run no Set security-association lifetime.
set security-association lifetime [seconds seconds | kilobytes kilobytes]
no set security-association lifetime [seconds | kilobytes]
Parameter

	Parameter
	Description

	seconds seconds
	Specifies the lifespan (seconds) before a security ally expires.

	kilobytes kilobytes
	Communication volume that a security ally can transmit before a security ally expires


Default Settings
The security ally of the encrypted mapping table performs negotiation according to the default lifetime value.
The default lifetime is 3600 seconds (one hour) and the default communication volume is 4608000 kilobyte.
Command mode
Configuration mode of the encrypted mapping table 
Usage description
It is applied only to the ipsec-isakmp encrypted mapping table.
IPSec security ally adopts the shared key. These keys expire together with their corresponding security ally. Supposed when a router applies for a new security ally during negotiation the given encrypted mapping table has already been configured with a new lifetime value. The router will use the lifetime value of its own encrypted mapping table when it triggers an application towards the peer. The router will use the value as the lifetime value of the new security ally. When the router receives the negotiation application from the peer, it will choose the smaller value from two lifetime values: one advocated by the peer and one value configured by the local router.
There are two kinds of lifetime: a lifetime of time and a lifetime of communication volume. No matter which lifetime expires, the security ally is to expire.
To modify the lifetime of the life, you can run set security-association lifetime seconds. The lifetime of time determines that the security ally and the key expire after certain seconds.
To modify the lifetime of the communication volume, you can run set security-association lifetimekilobytes. The lifetime of communication volume specifies that the communication volume encrypted by the security ally key expires when the communication volume reaches a certain number.
The smaller the lifetime value is, the harder the key declassification. This is because the attacker has few data encrypted by the same key for analysis.  However, the smaller the lifetime value is, the more time is needed for CPU processing when a new security ally is established.
When the security ally is established manually, the lifetime value is omitted (the IPSEC-MANUAL encrypted mapping table is used to establish the security ally).
How the lifetime works
Supposed the given encrypted mapping table is not configured with the new lifetime value, the router will adopt the default lifetime value in the peer-orientated application when the router applies for a new security ally; the router will use this value as the lifetime value of the new security ally. When the router receives the negotiation application from the peer, it will choose the smaller value from two lifetime values: one advocated by the peer and one configured by the local router.
If the given (specified by the seconds keyword) time is over, or if a certain communication volume (specified by the kilobytes keyword) is forwarded, the security ally expires.
A new security ally is being negotiated before the lifetime of the foregoing security ally expires, ensuring that a new security ally can be used when the foregoing security ally expires. The new security ally is negotiated 30 seconds before the lifetime expiration or when there is only a 256-KB communication volume left.
If no communication passes through the tunnel during the whole lifetime of the security ally, a negotiation of a new security ally will not occur when the foregoing security ally expires. Accordingly, the negotiation of a new security ally starts when IPSec gets a protected packet.
Example
The following example shows that the encrypted mapping table is set with a relatively small lifetime value, so the key of the security ally in the encrypted mapping table may be stolen. The lifetime value of the communication volume is not modified because the communication volume that shares these security allies is not large. The lifetime value is decreased to 1800 seconds (30 minites).
crypto map aaa 100 ipsec-isakmp
set security-association lifetime seconds 1800
Relative command 
crypto map (global configuration)
crypto map (interface configuration)
crypto map local-address
match address
id
set peer
set pfs
set transform-set
show crypto map
1.1.20    set security-association {inbound|outbound}
To manually specify the IPSec key in the encrypted mapping table, run set security-association. To remove the IPSec key from the encrypted mapping table, run no set security-association. It is applied only to the ipsec-manual encrypted mapping table.
set security-association {inbound|outbound} ah spi hex-key-string
set security-association {inbound|outbound} esp spi [cipher hex-key-string] [authenticator hex-key-string]
set security-association {inbound|outbound} ah
set security-association {inbound|outbound} esp
Parameter

	Parameter
	Description

	inbound
	Sets the IPSec key of the incoming message (the incoming message and the outgoing message must be set together).

	outbound
	Sets the IPSec key of the outgoing message (the incoming message and the outgoing message must be set together).

	ah
	Sets the IPSec key for the AH protocol. It works only when the transformation set of the encrypted mapping table includes the AH transformation.

	esp
	Sets the IPSec key for the ESP protocol. It works only when the transformation set of the encrypted mapping table includes the ESP transformation.

	spi
	Stands for the security parameter index (SPI), which is used to identify a unique security ally. SPI is a number ranging between 256 and 4,294,967,295 (FFFFFFFF). The same SPI can be assigned to the incoming/outgoing security ally or the AH/ESP security ally. A unique SPI must be used to a combination with given destination or protocol. For the incoming security ally, the destination is the address of the local router. For the outgoing security ally, the destination is the address of the peer.

	hex-key-string
	A key which is entered in the hex format
It is a hex character string with a length of 8, 16, 20 or 24 bytes. If the transformation set of the encrypted mapping table includes the DES algorithm, each key must has eight bytes at least. If the transformation set of the encrypted mapping table includes the 3DES algorithm, each key must has 24 bytes at least. If the transformation set of the encrypted mapping table includes the MD5 algorithm, each key must has 16 bytes at least. If the transformation set of the encrypted mapping table includes the SHA algorithm, each key must has 20 bytes at least. The key which has more bytes than the foregoing four keys will be segmented.

	cipher
	Indicates that the character string of the key is the key of the ESP encryption transformation.

	authenticator
	Indicates that the character string of the key is the key of the ESP authentication transformation. The parameter is optional. It is needed only when the transformation set of the encrypted mapping table includes the ESP authentication algorithm.


Default Settings
No IPSec key is defined.
Command mode
Configuration mode of the encrypted mapping table 
Usage description
It is used to specify the IPSec key for the security ally that is established through the ipsec-manual encrypted mapping table. For the ipsec-isakmp encrypted mapping table, the security ally and the corresponding key are established through the IKE negotiation. 
If the transformation of the encrypted mapping table includes the AH protocol, the IPSec key must be defined for both the incoming AH communication and the outgoing AH communication. If the transformation of the encrypted mapping table includes the ESP encryption protocol, the IPSec key must be defined for both the incoming ESP-encrypted communication and the outgoing ESP-encrypted communication. If the transformation of the encrypted mapping table includes the ESP authentication protocol, the IPSec key must be defined for both the incoming ESP-authenticated communication and the outgoing ESP-authenticated communication.
When you define multiple IPSec keys for an encrypted mapping table, the same SPI can be assigned to all keys. The SPI value is used to identify the security ally that the encrypted mapping table corresponds to. However, not all SPI values have the same casualness. You must ensure that the same SPI value can be assigned only once to the combination with the same destination or protocol.
The security ally established through the command cannot exceed the time, which is different from the security ally established through the IKE.
The key of the local terminal must match that of the peer terminal. If a key is modified, the security ally which functions with the key must be deleted or added.
Example
The following example shows an encrypted mapping table which is established manually. The one transformation set contains only one AH protocol.
crypto ipsec transform-set one
transform-set ah-md5-hmac
crypto map aaa 100 ipsec-manual
match address aaa
set transform-set one
set peer 192.2.2.1
set security-association inbound ah 300 11111111111111111111111111111111
set security-association outbound ah 300 22222222222222222222222222222222
The following example shows an encrypted mapping table which is established manually. The one transformation set contains one AH protocol and one ESP protocol. In this case, the incoming and outgoing communications of the AH or ESP protocol must be set with the key. The transformation set includes the ESP encryption and ESP authentication transformation, so you need use the cipher and authenticator keywords to create the key.
crypto ipsec transform-set one
transform-type ah-sha-hmac esp-des esp-sha-hmac
crypto map aaa 100 ipsec-manual
match address aaa
set transform-set one
set peer 192.2.2.1
set association inbound ah 300 9876543210987654321098765432109876543210
set security-association outbound ah 300 fedcbafedcbafedcbafedcbafedcbafedcbafedcba
fedc
set security-association inbound esp 300 cipher 0123456789012345
authenticator 0000111122223333444455556666777788889999
set security-association outbound esp 300 cipher abcdefabcdefabcd
authenticator 9999888877776666555544443333222211110000
Relative command 
crypto map(global configuration)
crypto map(interface configuration)
crypto map local-address
match address
id
set peer
set transform-set
show crypto map
1.1.21    set transform-set
To specify which transformation set can be used by the encrypted mapping table, run set transform-set. To remove all transformation sets from an encrypted mapping table, run no set transform-set.
set transform-set transform-set-name1 [transform-set-name2...transform-set-name6]
no set transform-set
Parameter

	Parameter
	Description

	transform-set-name
	Name of the transformation set
Only one transformation set can be specified for the ipsec-manual encrypted mapping table. Up to six encrypted mapping table sets can be specified for the ipsec-isakmp encrypted mapping table.


Default Settings
No transformation set is included.
Command mode
Configuration mode of the encrypted mapping table 
Usage description
The command is necessary for all encrypted mapping tables.
It is used to specify which transformation sets are included in an encrypted mapping table.
You can use the command to list multiple transformation sets for the ipsec-isakmp encrypted mapping table. The transformation set with higher priority is listed out first.
If the negotiation is triggered by the local router, the transformation sets are provided to the peer according to the specified order in the encrypted mapping table. If the negotiation is triggered by the peer, the local router will receive the first transformation set that matches.
The first matching transformation set found in two terminals will be used to establish a security ally. If no option matches, IPSec will not establish a security ally. The message will be dropped because no security ally will protect the communication.
Only one transformation set can be specified for the ipsec-manual encrypted mapping table. If the transformation set does not match that of the peer, the two terminals of IPSec cannot communicate normally because they use different rules to protect the communication.
To change the content of a transformation set, reset the content of the transformation set to replace the previous content. The change does not affect the existing security ally but is used to create a new security ally. To rapidly invalidate the change, you can run clear crypto sa to clear all or some content of the security ally database. 
Any transformation set in an encrypted mapping table must be defined by the crypto ipsec transform-set command.
Example
The following example shows that two transformation sets are defined and they are used in the same encrypted mapping table. The example is used only when a security ally is established through IKE. For the encrypted mapping table used by the manually-created security ally, only one transformation set can be used in a given encrypted mapping table.   
crypto ipsec transform-set one 

transform-type esp-des esp-sha-hmac
crypto ipsec transform-set two 

transform-type ah-sha-hmac esp-des esp-sha-hmac
crypto map aaa 100 ipsec-isakmp
match address aaa
set transform-set one two
set peer 192..2.2.1
In the previous example, when the communication matches the aaa access list, the security ally can use either transformation set one (first-level priority) or transformation set two (second-level priority), depending on which transformation set matches the transformation set on the peer.
Relative command 
crypto map (global configuration)
crypto map (interface configuration)
crypto map local-address
match address
id
set peer
set pfs
set security-association lifetime
set security-association inbound
set security-association outbound
show crypto map
1.1.22    show crypto ipsec sa
To view the configuration of the current security ally, run show crypto ipsec sa.
show crypto ipsec sa [map map-name |interface interface-id ] [detail]
Parameter

	Parameter
	Description

	map map-name
	Displays the existing security ally created by the map-name encrypted mapping table. The parameter is optional.

	interface interface-id
	Displays the existing security ally created by the encrypted mapping table on the identification interface. The parameter is optional.

	detail
	Displays the statistics information about the security ally. The parameter is optional.


Default Settings
If no keyword is specified, all security allies will be displayed.
Command mode
EXEC
Usage description
none
Example
The following information appears after the show crypto ipsec sa command is run:
router#show crypto ipsec sa detail
Interface: Ethernet0/0
Crypto map name:aaa
local  ident (addr/mask/prot/port): (191.1.1.0/255.255.255.0/0/0)

 remote ident (addr/mask/prot/port): (197.7.7.0/255.255.255.0/0/0)

 local crypto endpt.: 192.2.2.87,  remote crypto endpt.: 192.2.2.86

 inbound esp sas:
   spi:0x190(400)
     transform:  esp-des  esp-sha-hmac
     in use settings ={ Tunnel }
     no sa timing
     #pkts decaps: 0, #pkts decrypt: 0, #pkts auth: 0

     #pkts decaps err: 0, #pkts decrypt err: 0, #pkts auth err: 0

     #pkts replay failed: 0

 inbound ah sas:
   spi:0x12c(300)
     transform:  ah-md5-hmac
     in use settings ={ Tunnel }
     no sa timing
     #pkts decaps: 0, #pkts decrypt: 0, #pkts auth: 0

     #pkts decaps err: 0, #pkts decrypt err: 0, #pkts auth err: 0

     #pkts replay failed: 0

 outbound esp sas:
   spi:0x191(401)
     transform:  esp-des  esp-sha-hmac
     in use settings ={ Tunnel }
     no sa timing
     #pkts encaps: 0, #pkts encrypt: 0, #pkts auth: 0

     #pkts encaps err: 0, #pkts encrypt err: 0, #pkts auth err: 0

     #pkts replay failed: 0

 outbound ah sas:
   spi:0x12d(301)
     transform:  ah-md5-hmac
     in use settings ={ Tunnel }
     no sa timing
     #pkts encaps: 0, #pkts encrypt: 0, #pkts auth: 0

     #pkts encaps err: 0, #pkts encrypt err: 0, #pkts auth err: 0

     #pkts replay failed: 0

Relative command 
none
1.1.23    show crypto ipsec transform-set
To view the configured transformation set, run show crypto ipsec transform-set.
show crypto ipsec transform-set [transform-set-name]
Parameter

	Parameter
	Description

	transform-set-name
	Displays only the specified transform-set-name transformation sets. The parameter is optional.


Default Settings
If no keywords are used, all transformation sets on the router will be displayed.
Command mode
EXEC
Usage description
none
Example
The following information appears after the show crypto ipsec transform-set command is run:
router# show crypto ipsec transform-set
Transform set aaa: { esp-des }
will negotiate ={ Tunnel }
Transform set bbb: { ah-md5-hmac esp-3des }
will negotiate ={ Tunnel }
Relative command 
none
1.1.24    show crypto map
To view the configuration of the encrypted mapping table, run show crypto map.
show crypto map [map-name]
Parameter

	Parameter
	Description

	map-name
	Displays the encrypted mapping table specified by map-name. The parameter is optional.


Default Settings
If no keywords are specified, all encrypted mapping table configuration on the router is displayed.
Command mode
EXEC
Usage description
none
Example
The following information appears after the show crypto map command is run:
router_config#show crypto map
Crypto Map aaa 100 ipsec-manual
     Extended IP access list aaa
 permit ip 192.2.2.0 255.255.255.0 193.3.3.0 255.255.255.0
     peer = 192.2.2.1
     Inbound esp spi: 300 ,

      cipher key: 1234567812345678 ,

      auth key  ,
     Inbound ah spi: 301 ,

      key: 000102030405060708090a0b0c0d0e0f ,
     Outbound esp spi: 300 ,

      cipher key: 1234567812345678 ,

      auth key  ,
     Outbound ah spi: 301 ,

      key: 000102030405060708090a0b0c0d0e0f
     Transform sets={ 1}
Crypto Map aaa 101 ipsec-isakmp
     Extended IP access list bbb
     permit ip 191.1.1.0 255.255.255.0 197.7.7.0 255.255.255.0
     peer = 192.2.2.19
     PFS (Y/N): N
     Security association lifetime: 2560 kilobytes/3600 seconds
     Transform sets={ 1, 2,}
Relative command 
none
1.1.25    show crypto identification
To view the ID configuration, run show crypto identification.
show crypto identification
Parameter

none
Default Settings
All ID configuration is displayed.
Command mode
EXEC
Usage description
none
Example
The following information appears after the show crypto identification command is run:
router_ config#show crypto identification 

crypto identification default_local_identity
 fqdn "inside"
crypto identification aa
 fqdn "outside"
Relative command 
none
1.1.26    transform-type
To set the transformation type in encrypted transformation configuration mode, run transform-type.
transform-type  transform1 [transform2[transform3]]
Parameter

	Parameter
	Description

	transform1]/ transform2/ transform3
	Specifies up to three transformations. These transformations define the IPSec protocol and algorithm. The acceptable transformation value is fully described in the section “Usage description”.


Default Settings
The default transformation type is ESP-DES (ESP adopts the DES encryption algorithm).
Command mode
Encrypted transformation configuration mode
Usage description
You can specify one or two IPSec protocols (ESP, AH or both) to the transformation set and apply an algorithm to the transformation set and the selected protocol(s). ESP and AH IPSec are specifically described in the section “IPSec Protocol: Packaging the Security Protocol and Chech-up Header”.
One to three transformation can be specified when you define the transformation set; each transformation stands for a combination of an IPSec protocol (ESP or AH) and the to-be-used algorithm. When a transformation set is used during the IPSec security ally negotiation, the whole transformation set (protocol, algorithm and other settings) must match a transformation set at the peer.
In the transformation set, you can specify the AH protocol, ESP protocol or both. If you specify an ESP in the transformation set, you can define only the ESP encryption transformation or both the ESP encryption transformation and the ESP authentication transformation. 
The following table lists the feasible transformation set.
	Choose a transformation for the transformation set: feasible transformation set

	Selecting a type among the AH transformations 
	Selecting a type among the ESP encryption transformations
	Selecting a type among the ESP authentication transformations 

	Transformation 
	Description
	Transformation
	Description
	Transformation
	Description

	ah-md5-hmac
	AH authentication MD5 algorithm (HMAC variable)
	esp-des
	ESP encryption DES algorithm
	esp-md5-hmac
	ESP authentication MD5 algorithm (HMAC variable)

	ah-sha-hmac
	AH authentication SHA algorithm (HMAC variable)
	esp-3des
	ESP encryption 3DES algorithm
	esp-sha-hmac
	ESP authentication SHA algorithm (HMAC variable)

	
	
	esp-aes128
	ESP encryption AES algorithm (128 bits)
	
	

	
	
	esp-aes192
	ESP encryption AES algorithm (192 bits)
	
	

	
	
	esp-aes256
	ESP encryption AES algorithm (256 bits)
	
	


IPSec protocol: ESP and AH
Both ESP and AH provides security to IPSec.
ESP provides the packet encryption, optional data authentication and anti-replay service.
AH provides the data authentication and anti-replay.
ESP packages the protected data or a complete IP self-addressing packet (or effective load) with an ESP header and an ESP tail. AH is embedded in the protected data; The AH header is directly inserted behind the external IP header, before the internal IP packet or effective load. The whole IP message is packaged and protected in the tunnel mode, while only the effective load in the IP message is packaged in the transport mode. For more information about the two modes, see the description of the mode command.
Selecting the suitable transformation
The IPSec transformation is comparatively complicated: The following notices help to select the suitable transformation:
· To provide data secrecy, select the ESP encryption transformation. 
· To provide the data authentication of the external IP header and data, select the AH transformation. 
· To select one ESP encryption transformation, you can select the ESP authentication transformation or the AH transformation for the authentication service.
· To provide the data authentication (or adopt ESP or AH), select the MD5 or SHA authentication algorithm. The SHA algorithm is much better but slower than the MD5 algorithm.
Encrypted transformation configuration mode
After the crypto ipsec transform-set command is run, the system enters the encrypted transformation configuration mode. In this case can the mode be changed to the tunnel mode or the transport mode (an optional change). After the change is complete, enter exit. The system re-enters the global configuration mode. For more information about the change, see the description of the mode command.
Modifying the existing transformation
If you specify one or multiple transformations in a transformation set by running the transform-type command, the specified transformations will replace the existing transformation in the set. If the transform-type command is modified, only the encrypted mapping table that quotes the transformation set is modified. The change, however, cannot be applied to the existing security ally but to the newly-created security ally. To rapidly invalidate new settings, you can run clear crypto sa to clear all or part of the security ally database. 
Example
The following example shows a transformation set is defined.
crypto ipsec transform-set one 

transform-type esp-des esp-sha-hmac
Relative command 
crypto ipsec transform-set
mode
set transform-set
show crypto ipsec transform-set 

Chapter 2    Commands About Internet Key Exchange Protocol
2.1   IPSec Configuration Commands
The Internet Key Exchange (IKE) is a standard of the key management protocol, which is used together with IPSec.
IPSec may not require IKE; however, IKE can strengthen the functions of IPSec because it can provide IPSec with extra functions, flexibility and simple settings.
IKE is a combined protocol; it realizes the Oakley key exchange and the Skeme key exchange in the frame of the Internet Security Association and Key Management Protocol (ISAKMP); ISAKMP, Oakley and Skeme are all security protocols which are realized through IKE.
2.1.1    authentication(IKE policy)
To specify the authentication method in the IKE strategy, run authentication (IKE policy). You can define a group of parameters used during the IKE negotiation through the IKE strategy. To resume the default authentication method, run no authentication.
authentication { pre-share|rsa-sig|rsa-encr}
no authentication { pre-share|rsa-sig|rsa-encr}
Parameter

	Parameter
	Description

	pre-share
	Specifies the pre-sharing key as the authentication method.

	rsa-sig
	Specifies the RSA signature as the authentication method.

	rsa-encr
	Specifies the RSA real-time encryption as the authentication method.


Default Settings
Pre-sharing key authentication method
Command mode
ISAKMP strategy configuration mode
Usage description
It is used to specify the authentication method in the IKE strategy.
You must configure these pre-sharing keys through the crypto isakmp key command the time you specify the pre-sharing keys.
Example
The following example shows that the pre-sharing key is used as the authentication method when the IKE strategy is configured.
router_config#crypto isakmp policy 10
router_config_isakmp# authentication pre-share
router_config_isakmp# exit
router_config #
Relative command 
crypto isakmp key
crypto isakmp policy
encrypted(IKE policy)
group(IKE policy)
hash(IKE policy)
lifetime(IKE policy)
show crypto isakmp policy
2.1.2    clear crypto isakmp
To clear the running IKE connection, run clear crypto isakmp in global configuration mode.
clear crypto isakmp [map map-name | peer ip-address]
Parameter

	Parameter
	Description

	map map-name
	Clears the IKE connection of the map-name encrypted mapping table. The parameter is optional.

	peer ip-address
	Clears the IKE connection of the ip-address peer address. The parameter is optional.


Default Settings
If the map or peer parameter is not specified, all existing IKE connections will be cleared after the command is run.
Command mode
EXEC
Usage description
It is used to clear the active IKE connection.
Example
The example shows that the ISAKMP connection is cleared.
Router# show crypto isakmp sa
    dst            src           state          
state-id       conn
192.2.2.19     192.2.2.199    <I>M_SA_SETUP        1       
aaa 100
Route# clear crypto isakmp
Router# exit
Router#show crypto isakmp sa
Router#
Relative command 
show crypto isakmp sa
2.1.3    crypto isakmp key
To configure the pre-sharing authentication key, run crypto isakmp key in global configuration mode. You must configure the key no matter when specifying the pre-sharing key in the IKE strategy. To delete the pre-sharing authentication key, run no crypto isakmp key.
crypto isakmp key keystring peer-address
no crypto isakmp key keystring peer-address
Parameter

	Parameter
	Description

	keystring
	Specifies the pre-sharing key. Any combination of letters and numbers with up to 128 bytes is used. The pre-sharing key must be the same at the two terminals.

	peer-address
	Specifies the IP address of the remote peer.


Default Settings
No default pre-sharing authentication key exists.
Command mode
Global configuration mode
Usage description
If the pre-sharing key is used as the authentication method in the IKE strategy, the pre-sharing key must be configured on the two terminals. The IKE strategy, otherwise, cannot be used for the strategy will not be provided for match-up during the IKE process.
Example
The following example shows that a pre-sharing key is specified and the remote terminal is specified through the IP address.
crypto isakmp key abcdefghijkl 192.2.2.1
Relative command 
authentication (IKE policy)
2.1.4    crypto isakmp policy
To define the IKE strategy, run crypto isakmp policy in global configuration mode. You can define a group of parameters used during the IKE negotiation through the IKE strategy. To delete the IKE strategy, run no crypto isakmp policy.
crypto isakmp policy priority
no crypto isakmp policy priority
Parameter

	Parameter
	Description

	priority
	Identifies the priority of the IKE strategy. The priority of the IKE strategy is represented by a number from 1 to 10000. The number 1 stands for the highest priority and the number 10000 stands for the lowest priority.


Default Settings
A default strategy exists, which always has the lowest priority. In the default strategy, the encryption, HASH, authentication, Diffie-Hellman group and lifetime have their default values.
When an IKE strategy is established, if a specific parameter is not specified with a value, the parameter will adopt the default value.
Command mode
Global configuration mode
Usage description
It is used to specify the parameters that will be used during the IKE negotiation. These parameters are used to create IKE SA.
After the command is run, the system enters the ISAKMP strategy configuration mode. In the configuration mode, the parameter values of the following commands are effective in the specified strategy.
encrypted(IKE policy); default value=56-bit DES-CBC
hash(IKE policy); default value=SHA-1
authentication(IKE policy); default value=Pre-Shared Key 

group(IKE policy); default value=768-bitDiffie-Hellman
lifetime(IKE policy); default value=86400 seconds
If one of the commands above is not specified to the strategy, the default value of the parameter will be adopted.
Multiple IKE strategies can be configured on two ends of IPSec. When the IKE negotiation starts, the IKE tries to find the public strategies configured at the two terminals; the strategy with high priority on the peer should be first searched.
Example
The following example shows two ISAKMP strategies are configured:
crypto isakmp policy 10
hash md5
authentication pre-share
group 2
lifetime 5000
crypto isakmp policy 20
authentication pre-share
lifetime 10000
The following is a strategy that is generated after the above configuration:
Router# show crypto isakmp policy
Protection suite of priority 10
     encrypted algorithm:    DES  - Data Encrypted Standard (56 bit keys).
     hash algorithm:          Message Digest 5
     authentication method:   Pre-Shared Key
Diffie-Hellman group:    #1 (768 bit)
  lifetime:                5000 seconds
Protection suite of priority 20
     encrypted algorithm:    DES  - Data Encrypted Standard (56 bit keys).
     hash algorithm:          Secure Hash Standard
     authentication method:   Pre-Shared Key
     Diffie-Hellman group:    #1 (768 bit)
     lifetime:                10000 seconds
Default protection suite
     encrypted algorithm:    DES  - Data Encrypted Standard (56 bit keys).
     hash algorithm:          Secure Hash Standard
     authentication method:   Pre-Shared Key
     Diffie-Hellman group:    #1 (768 bit)
     lifetime:                86400 seconds
Relative command 
authentication(IKE policy)
encrypted(IKE policy)
group(IKE policy)
hash(IKE policy)
lifetime(IKE policy)
show crypto isakmp policy
2.1.5    crypto isakmp keepalive
To configure IPSec dead peer detection (DPD), run crypto isakmp keepalive in global configuration mode. The command is used to promptly detect and clear the locally-stored information about the peer node when the peer node cannot be reached. To cancel IPSec DPD, run no crypto isakmp keepalive.
crypto isakmp keepalive seconds  types
no crypto isakmp keepalive 

Parameter

	Parameter
	Description

	Seconds
	Specifies the interval of PDP message forwarding. It ranges from 10 to 3600 seconds.

	types
	Specifies the conditions that trigger the DPD message transmission. The default condition is on-demand.
<2-69> retry times after the DPD detection failure

On-demand: means that the DPD message is sent only when the message fails to be sent.

Periodic: means the DPD message is sent when the path is free.


Default Settings
The default value of the parameter seconds is 10.
The default value of the types parameter is on-demand.
The default re-try times after the DPD detection fails is 5.
Command mode
Global configuration mode
Usage description
When the function is started, the peer must support DPD.
Example
The following example shows that a DPD whose interval is 10, whose failed resending times is 5 and whose type is on-demand is specified:
crypto isakmp keepalive 10 5
The following example shows that a DPD whose interval is 10, whose failed resending times is 5 and whose type is periodic is specified:
crypto isakmp keepalive 10 5 periodic
The following example shows that the DPD configuration is canceled:
no crypto isakmp keepalive
Relative command 
none
2.1.6    debug crypto isakmp
To view relative message exchange information during the IKE negotiation, run debug crypto isakmp.
Parameter
none
Default Settings
Relative information is not shown.
Command mode
EXEC
Usage description
It is used to show some important information about the IKE negotiation. The following table lists several kinds of common information.
	Displayed Information
	Meaning

	ISAKMP(xxx): no acceptable Oakley Transform
ISAKMP(xxx):negotiate error NO_PROPOSAL_CHOSEN
	The ISAKMP strategies configured on two terminals do not match. The peer triggers the negotiation.

	ISAKMP(xxx): no acceptable Proposal in IPsec SA
ISAKMP(xxx):negotiate error NO_PROPOSAL_CHOSEN
	The IPSec strategies configured on two terminals do not match. The peer triggers the negotiation.

	ISAKMP(xxx): ISAKMP: not found matchable policy
	The IPSec strategies configured on two terminals do not match.

	ISAKMP(xxx): dealing with Notify Payload
ISAKMP:     Notify-Message: NO_PROPOSAL_CHOSEN
	The ISAKMP strategies configured on two terminals do not match. The local terminal triggers the negotiation in the middle of the first phase.

	ISAKMP(xxx): dealing with Notify Payload
ISAKMP:     Notify-Message: NO_PROPOSAL_CHOSEN
	The IPSec strategies configured on two terminals do not match, or the configured rule (access-list) does not match. The local terminal triggers the negotiation in the middle of the 2nd phase.

	ISAKMP(xxx): negotiate error ATTRIBUTES-NOT-SUPPORTED 
	The local terminal does not the attributes that the peer terminal advises. The peer triggers the negotiation.

	ISAKMP(xxx): dealing with Notify Payload
ISAKMP:Notify-Message: ATTRIBUTES-NOT-SUPPORTED
	The peer does not the attributes that the local terminal advises. The local terminal triggers the negotiation.


Relative command 
show crypto ipsec sa
show crypto isakmp sa
debug crypto packet
2.1.7    encrypted(IKE policy)
To specify the encryption method in the IKE strategy, run encrypted (IKE policy). You can define a group of parameters used during the IKE negotiation through the IKE strategy. To resume the default value of the encryption algorithm, run no encrypted.
encrypted {des|3des}
no encrypted {des|3des}
Parameter

	Parameter
	Description

	des
	Specifies DES as the encryption algorithm.

	3des
	Specifies 3DES as the encryption algorithm.


Default Settings
DES encryption algorithm
Command mode
ISAKMP strategy configuration mode
Usage description
It is used to specify the encryption algorithm for the IKE strategy.
Example
The following example shows that the DES encryption algorithm is specified in the IKE strategy (all other parameters are set to their default values).
router_config# crypto isakmp policy 10
router_config_isakmp# encrypted des
router_config_isakmp# exit
router_config#
Relative command 
authentication(IKE policy)
crypto isakmp policy
group(IKE policy)
hash(IKE policy)
lifetime(IKE policy)
show crypto isakmp policy
2.1.8    group(IKE policy)
To specify the Diffie-Hellman group in the IKE strategy, run group (IKE policy). You can define a group of parameters used during the IKE negotiation through the IKE strategy. To resume the default value of the Diffie-Hellman group, run no group.
group {1|2}
no group {1|2}
Parameter

	Parameter
	Description

	1

	Specifies the 768-bit Diffie-Hellman group.

	2
	Specifies the 1024-bit Diffie-Hellman group.


Default Settings
768-bit Diffie-Hellman group (group 1)
Command mode
ISAKMP strategy configuration mode
Usage description
It is used to specify the Diffie-Hellman group for the IKE strategy.
Example
The following example shows that the 1024-bit Diffie-Hellman group is used in the IKE strategy.
router_config# crypto isakmp policy 10
router_config _isakmp# group 2
router_config _isakmp# exit
router_config#
Relative command 
authentication(IKE policy)
crypto isakmp policyen
cryption(IKE policy)
hash(IKE policy)
lifetime(IKE policy)
show crypto isakmp policy
2.1.9    hash(IKE policy)
To specify the hash algorithm in the IKE strategy, run hash (IKE policy). You can define a group of parameters used during the IKE negotiation through the IKE strategy. To resume the hash algorithm to SHA-1, run no hash.
hash {sha|md5}
no hash {sha|md5}
Parameter

	Parameter
	Description

	sha
	Specifies SHA-1 (HMAC variable) as the hash algorithm.

	md5
	Specifies MD5 (HMAC variable) as the hash algorithm.


Default Settings
SHA-1 hash algorithm
Command mode
ISAKMP strategy configuration mode
Usage description
It is used to specify the harsh algorithm used in the IKE strategy.
Example
The following example shows that the MD5 harsh algorithm is used in the IKE strategy (all other parameters are set to their default values).
router_config # crypto isakmp policy 10
router_config _isakmp# hash md5
router_config _isakmp# exit
router_config#
Relative command 
authentication(IKE policy)
crypto isakmp policy encrypted(IKE policy)
group(IKE policy)
lifetime(IKE policy)
show crypto isakmp policy
2.1.10    lifetime(IKE policy)
To describe the lifetime of IKE SA, run lifetime (IKE policy). To resume the default value of the SA lifetime, run no lifetime.
lifetime seconds
no lifetime seconds
Parameter

	Parameter
	Description

	seconds
	Specifies the expiration period for each IKE SA (unit: seconds). The value of the seconds parameter is an integer between 60 and 86400.


Default Settings
86400 seconds
Command mode
ISAKMP strategy configuration mode
Usage description
It is used to specify the lifetime of IKE SA before IKE SA expires.
When IKE negotiation starts, the session must agree on the security parameters. These coherent parameters are quoted by SA. IKE SA is kept until the lifetime is over. Before IKE SA expires, it can be reused by the following IKE, which saves time during IPSec SA setting. A new IKE SA is being negotiated before the current IKE SA expires.
Hence, to save the time of setting IPSec, you should configure an IKE SA with a long lifetime. The shorter the configured lifetime is, the securer the IKE negotiation is.
Note:
When the local terminal triggers the IKE negotiation with the peer, the strategy can be selected only if the lifetime of the peer strategy is shorter or equal to that of the local strategy.
If the two lifetimes are different, select the relatively short lifetime.
Example
The following example shows that the lifetime of IKE SA is 600 seconds (all other parameters are set to their default values).
router_config# crypto isakmp policy 10
router_config_isakmp# lifetime 600
router_config_isakmp# exit
router_config#
Relative command 
authentication(IKE policy)
crypto isakmp policy
encrypted(IKE policy)
group(IKE policy)
hash(IKE policy)
show crypto isakmp policy
2.1.11    show crypto isakmp policy
To browse the parameters of each IKE strategy, run show crypto isakmp policy.
show crypto isakmp policy
Parameter
None
Command mode
EXEC
Example
After two IKE strategies (their priorities are 10 and 20 respectively) are configured, the following information appears if you run show crypto isakmp policy.
router# show crypto isakmp policy
Protection suite of priority 10
     encrypted algorithm:    DES  - Data Encrypted Standard (56 bit keys).
     hash algorithm:          Message Digest 5
     authentication method:   Pre-Shared Key
     Diffie-Hellman group:    #1 (768 bit)
     lifetime:                5000 seconds
Protection suite of priority 20
     encrypted algorithm:    3DES - Triple Data Encrypted Standard.
     hash algorithm:          Secure Hash Standard
     authentication method:   Pre-Shared Key
     Diffie-Hellman group:    #2 (1024 bit)
     lifetime:                10000 seconds
Default protection suite
  encrypted algorithm:    DES  - Data Encrypted Standard (56 bit keys).
     hash algorithm:          Secure Hash Standard
     authentication method:   Pre-Shared Key
     Diffie-Hellman group:    #1 (768 bit)
     lifetime:                86400 seconds
Relative command 
authentication(IKE policy)
crypto isakmp policy
encrypted(IKE policy)
group(IKE policy)
hash(IKE policy)
lifetime(IKE policy)
2.1.12    show crypto isakmp sa
To display all current IKE SAs, run show crypto isakmp sa.
show crypto isakmp sa
Parameter
None
Command mode
EXEC
Usage description
After two terminals successfully finish their IKE negotiation, the following information appears if you run show crypto isakmp sa.
MyPeerRouter# show crypto isakmp sa
    dst            src           state          
state-id       conn
192.2.2.19     192.2.2.199    <I>Q_SA_SETUP        2       
aaa 100
192.2.2.19     192.2.2.199    <I>M_SA_SETUP        1       
aaa 100
The following table lists all different potential states after the show crypto isakmp sa command is run. When ISAKMP SA exists, the state mostly is static, that is, Q_SA_SETUP.
States in primary-mode exchange:
	State
	Description

	M_NO_STATE
	It is the initial phase and there is no state.

	M_SA_EXCH
	The parameters of ISAKMP SA are formed on the terminal.

	M_KEY_EXCH
	The terminal has already exchange the Diffie-Hellman public key and the shared secrecy is generated. ISAKMP SA has not been authenticated.

	M_SA_SETUP
	ISAKMP SA has been authenticated. The fast-mode exchange starts.


States in fast-mode exchange:
	State
	Description

	Q_IDLE_1
	Fast-mode state 1

	Q_IDLE_2
	Fast-mode state 2

	Q_SA_SETUP
	The IPSec SA negotiation succeeds.


Relative command 
crypto isakmp policy
lifetime(IKE policy)  

